NHOOPMALIMOHHAA NMAMATKA
AJ1A OBYHAROLWKMXCA ANA PASMELWEHNA
HA OPNLUINANBHBIX MHTEPHET-PECYPCAX

C kaxabIM rofoM MOMOAEXN B MHTEPHETE CTAHOBUTLCS OOnblUe, a WKOMbHUKN OAHM U3
caMbIX aKTUBHbIX nonb3oBaTenen PyHeTta. Mexay TeM, NOMMMO OrpOMHOrO KONMYecTBa
BO3MOXXHOCTEWN, UHTEPHET HeceT M npobnembl. OTa namsTka AOoMmkHa NMomoyvb Tebe
©e3onacHo HaxoauTbCs B CETU.

KomnbloTepHble BUPYCHI

KoMnbloTepHbI BUPYC - 3TO pa3HOBUOHOCTb KOMMbIOTEPHBLIX MPOrpaMM, OTIUYUTENBbHOW
0COBEHHOCTbIO KOTOPOWN SIBNSIETCA CMNOCOOHOCTb K pasMHOXeHuto. B gononHeHue k
3TOMY, BUPYCbl MOTYT MOBPEAUTb UM MOSNTHOCTbIO YHUUTOXUTL BCE (paiinbl U AaHHbIE,
NOAKOHTPOMbHbIE MOMb30BATEND, OT MMEHM KOTOPOro Obina 3anylleHa 3apaxeHHas
nporpamma, a Takke MOBPeaUTb UNN faxe YHUYTOXWUTb OMepauMOHHY CUCTEMY CO
BCeMU parinamu B LienioM. B 6onbLUMHCTBE CNy4YyaeB pacnpoCcTpaHaTCsl BUPYCbl Yepes
NHTEPHET.

MeToabl 3alnTbl OT BPEAOHOCHbIX NPOrpamMm:

1. Micnonb3yit cOBpEMEHHbIE OMnepaLMOHHbIE CUCTEMbI, UMEIOLLNE CEPbE3HbIN YPOBEHb
3alWmTbl OT BP€OOHOCHbIX Mporpamm;

2. lNocTosAHHO ycTaHaBnuBam navtv (LMdpoBbLIE 3annaTku, KOTOpble aBTOMATUYECKM
yCTaHaBnMBaKTCA C LUenblo AopaboTku nporpaMmmbl) U Apyrme OOHOBMNEHUS CBOEW
onepaumoHHon cuctembl. CkaumBanm ux TONbKO C ouumanbHOro camta paspaboTtymka
OC. Ecnu cyliecTByeT pexnm aBToMaTU4eCKoro 0GHOBITEHNS, BKIIOYX €r0;

3. PaboTall Ha cBOeM KoMMNblOTEPE NoA NpaBaMu Monb3oBaTenNs, a He aAMUHUCTPaTopa.
3710 He No3BONUT BONbLUMHCTBY BPEAOHOCHBLIX NPOrpaMM MHCTaNIMPOBaTbLCSA Ha TBOEM
NnepcoHanbHOM KOMMNbITEPE;

4. Aicnonb3yn aHTUBUPYCHbIE NPOrpamMMHble NPOAYKTbl M3BECTHLIX NMPouU3BOAUTENEN, C
aBTOMaTN4eckum obHoBneHnem 6as;

5. Orpan-lb CbM3I/I‘-IGCKI/II?1 OOCTYN K KOMNbOTEPY ANA NOCTOPOHHUX JTNLL;

6. Micnonb3yn BHELWHNE HOCUTENU MHpOopMaLMK, Takne Kak drieLlka, gUck unu gamn na
NHTEPHETA, TONbKO M3 NPOBEPEHHbLIX MCTOYHWUKOB;

7. He oTkpbiBan KoMnbloTepHble ansibl, NOMyyYyeHHble N3 HEeHaOAEeXHbIX WUCTOYHUKOB.
[axe Te dannbl, KOTOpbIE NpUCan TBOW 3HAKOMbIN. Jly4ylle YTOYHU Yy Hero, oTnpassnisn
N OH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BnA, nepegayn gaHHbIX, HE TEXHOMOrus, a Bcero nuib 6peHa, mapka. Ewe
B 1991 rogy HugepnaHackas KomnaHusa 3apermctpupoBana 6peng "WECA", Jto



obosHauyano cnoBocoyeTaHne "Wireless Fidelity", koTopbin nepeBoanTCcs Kak
"GecnpoBogHasi TOYHOCTL".

[o Hawero BpemeHu fowna gpyras abbpesBuaTypa, kKoTopas SIBNSETCA TakOW Xe
TexHonormen. 910 abbpesunartypa "Wi-Fi". Takoe HasBaHue 6bIN0 4aHO C HAMEKOM Ha
CTaHdapT BbiCLLeN 3BYKOBOM TexHuku Hi-Fi, 4yTo B nepeBoge o3HavyaeT "BblCOKas
TOYHOCTbL".

[a, 6ecnnaTHbIN MHTEPHET-4OCTYN B Kade, OTenNsx n asponoptax SABNSAETCs OTANYHOMN
BO3MOXHOCTbIO BbIXOA4a B WHTepHeT. HO MHorme 3KkcnepTbl CYMTaKOT, YTO
obuwenoctynHble Wi-Fi ceTn He siBnsitoTcst 6e30nacHbIMU.

CoBeTbl N0 6e30nacHoOCTM paboTbl B 00LeaocTynHbIX ceTsax Wi-fi:

1. He nepepaBan CBOW NMYHYKO WMHGOpMaunio Yeped obwenoctynHele Wi-Fi cetn.
PaboTas B HUX, enaTenbHO He BBOAUTbL MApOnM AOCTYNa, NOMMHbI U Kakne-To HOMepa;

2. Nicnonb3yn n oBHOBNAM aHTUBMPYCHbIE NporpamMbl 1 6paHgmayep. Tem cambiM Tbl
obe3onacuilb cebs OT 3aKayku BUpyca Ha TBOE YCTPOUCTBO;

3. Mpn wucnonbsoBaHun Wi-Fi oTkntoun dyHkumo "O6wmi goctyn K hamnam u
npuHtepam". [HaHHas QyHKUMA 3akpbliTa MO YMOMYaHWIO, OAHAKO HeKoTopble
nonb3oBaTeNn akTUBUPYIOT ee Ans yaobcTea ncnonb3oBaHus B pabote nnm yvebe;

4. He vcnonb3yn nybnuynbin WI-FI onsa nepegaun nu4dHbIX OaHHbIX, Hanpumep Ans
BbIX04a B couMaribHble CETU UMK B ANIEKTPOHHYIO MOMTY;

5. Vcnonb3yn TonbKo 3awmiuieHHoe coeuHeHne yeped HTTPS, a He HTTP, T.e. npu
Habope BebG-agpeca BBoan MMeHHo "https://";

6. B MobunbHoM TenedoHe oTknoum dyHkumio "lMogkntoveHme k Wi-Fi aBTomaTtmyeckun".
He pgonycka aBTOMaTtuM4ecKkoro nogkntoyeHusa yctpomnctea k cetam Wi-Fi 6e3 TBoero
cornacus.

CoumnanbHble cetn

CoumarnbHble ceT akTUBHO BXOLSAT B HALLY XXW3Hb, MHOTME Ntoan paboTaloT U XXMBYT TaMm
NOCTOSAHHO, a B Facebook yxe 3apeructpupoBaH munnuapg 4Yenosek, 4TO ABNSETCH
OOHOM ceabMOWN BcCeX >kuTenewn nnaHetbl. MHorve nonb3oBaTenu He MOHMMAaT, YTO
NHpopMauna, pasMeLleHHass UMM B coumarnbHbIX CETHAX, MOXET OblTb HanvgeHa u
MCnonb3oBaHa KeM yrogHo, B TOM 4ucrie He oba3aTenbHO ¢ bnarumMm HamepeHusamu.

OcHoBHble coBeTbl M0 6€30MacHOCTM B coumarnbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y Tebs B Opy3bsX He AOMKHO ObiTb CryYalHbIX M
HE3HaKOMbIX IMOAOEN;

2. 3awmian cBOK YacTHYK XMU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, naty
TBOEro POXAEHUA W OPYryl JUYHY WHopMaunio. 3MOYyMbILUITEHHUKN  MOTYT
MCrnonb3oBaTb faXe WH(opMaumio O TOM, Kak Tbl M TBOM POAUTENM NnaHupyeTe
NPOBECTU KaHWUKYIbl;



3. 3awmiian cBow penyTauumio - 4EPXKM €€ B YNCTOTE M 3aaaBan cebe Bonpoc: xoTen 6ol
Tbl, YTOObI Apyrne nonb3oBaTenu BUAENN, YTO Thbl 3arpyxaewwb? Nogyman, npexae yem
4YTO-TO ONyGnMKoBaTh, HAaNUcaTb U 3arpy3nThb;

4. Ecnn Tbl roBOpULLbL C MOAbMW, KOTOPbIX HE 3Haellb, HE UCMONb3yn CBOE pearbHoe
NMS 1N OPYTYO NNYHY MHOPMaUMN: NMS1, MECTO XXUTENbCTBa, MEeCcTO y4ebbl 1 npoyee;

5. N3beran pasmelueHnsa oTtorpadui B VIHTEpHETE, roe Tbl N300paXkeH Ha MECTHOCTH,
MO KOTOPOW MOXHO ONpPeAenuTb TBOE MECTOMONOXEHWE;

6. Mpu permcTpauun B coumanbHom ceTn HeobXoaMMO UCMOMb30BaTh CIIOXHbLIE Naponw,
cocTosiLme u3 BykB 1 LMp U C KONMYECTBOM 3HAKOB He MeHee 8;

7. lnsa coumnanbHOM CEeTU, NOYTbI N APYrMX CanTOB HEODXO4MMO UCMOMb30BaTb pasHble
naponu. Toraa ecnu Tebst B3NOMarOT, TO 3MO0YMbILUSIEHHUKN NoslydaT OOCTYN TOMbKO K
OLHOMY MECTY, a He BO BCe cpaay.

OnEeKTPOHHbIE OEHbIN

SﬂeKTDOHHbIe OEHbIN - 3TO OYEHb yD,O6HbIl71 crnocob nnatexen, ogHako CyLleCTBYOT
MOLLUEHHUKN, KOTOPble XOTAT NMOJTY4UTb 3TN OAEHbIN.

aﬂeKTpOHHble AeHbr'n noaBuiiMCb coecemM HegaBHO N MMEHHO MU3-3a 3TONro0 BO MHOIMX
rocygapcrteax o CMX nop He nponmcaHo rnpo HUX B 3aKOHax.

B Poccumn e oHM OyHKLMOHUPYIOT U O HUX Y>Ke NPOMMCAHO B 3aKOHe, rae ux pasgenstoT
Ha HECKOIbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIe. PasHunua B TOM, YTO aHOHUMHbIE -
9TO Te, B KOTOPbIX paspellaeTcss NpoBOAUTb onepauun 6e3 uaeHTuukauumn
nonb3oBaTens, a B HeaHOHMMHbIX WAOeHTUUKaALMS nonb3oBaTtens sBMNsieTCs
obsizaTenbHON.

Takke crieqyeT pasnuyaTtb 3reKTPoHHble douaTHble AeHbrn (paBHbl FOCYAapPCTBEHHbLIM
BantoTam) 1 3MeKTPOHHbIE HeduaTHble AeHbr (HE paBHbl FOCY4aPCTBEHHbIM BantoTam).

OcHoBHble coBeTbl N0 6e3onacHom paboTe C 3NEKTPOHHBIMU AEHbraMu:
1. TpuBsXKKM K cHeTy MOBUMbHbLIN TenedoH. OTO caMbl YAOOHbIM U BbICTPLIN cnocob
BOCCTaAHOBUTb AOCTYN K cyeTy. [1puBA3aHHbIn TenedoH NoOMoXeT, ecnu 3abyaellb CBON

nNaTeXHbI Naposib UNu 3angellb Ha canT C HE3HAaKOMOro YCTPOUCTBA;

2. Vcnonb3yii ogHopasoBble naponu. Mocrne nepexofa Ha YCUIEHHYK aBTOpPU3aLMIO
Tebe yxke He ByaeT yrpoXaTb ONacHOCTb KpaXku Uiv nepexsaTa NnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. lNpectynHukam 6yneT He NpoCTO yragaTb CrOXHbLIN
naponb. HagexHble naponu - 3TO Naposnu, KoTopble cogep)XaT He MeHee 8 3HaKoB U
BKOYAOT B €061 CTPOYHbIE M NPOMNUCHBbIE BYKBbI, LNAPbI N HECKOSTBKO CUMBOSOB, Takme
Kak 3HaK gonnapa, dyHTa, BocknuuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOOM CBOM NMYHbIE AaHHbIE HA calTaX, KOTOPbIM HEe AOBepsieLlb.

OrneKTpoHHas noyTa



ONeKTPOHHasA noYTa - 3TO TEXHOSMOMNS 1 NPpeaoCcTaBnsieMble el YCryrn no nepecobisike u
MNOMYYEHUO SNEKTPOHHbBIX COOBLLEHUI, KOTOpble pacrnpefenstTca B KOMMbOTEPHOM
cetn. OObIYHO 3NEKTPOHHbIA MOYTOBLIA AWMK BbIFNAAUT crnegylowmm  obpasom:
NMS_nosib3oBaTensa@umsa_aoMeHa. Takke Kpome nepegadm npocToro Tekcta, UMeeTcs
BO3MOXHOCTb nepegasaTb dpannbl.

OcHoBHble coBeTbl NO 6e3onacHom paboTe C INEKTPOHHON NOYTON:
1. Hapo BbiGpaTb npaBusbHbIA MOYTOBLIN CepBUC. B MHTEpPHETE €CTb OrPOMHBIN BbIGOP
GecnnaTtHbIX MOYTOBbLIX CEPBMCOB, OAHAKO Nydlle AOBEPSATb TEM, KOro 3Haelb U KTO

NnepBbl B PENTUHTE;

2. He ykasbiBan B NIMYHOW MOYTE NMYHYKO MHGOpMaumio. Hanpumep, nyduwe BbliOpaTb
"My3blkanbHbIn_daHat@" nnm "pok2013" BmecTo "Tema13";

3. Ncnonb3yi AByxaTanHyto aBTopu3aumnio. JTO Korga NoMMMO Naporst HYXXHO BBOAUTb
ko4, npucbinaembin no SMS;

4. Bbibepu crnoxHbin naponb. [ns Kaxgoro MnoYTOBOro silMkKa AOMmMKeH ObiTb CBON
HaLEeXHbIW, YCTONYUBLIW K B3/TOMY Mapofib;

5. Ecnu ecTb BO3MOXHOCTb HanmcaTtb CamMOMy CBOW JfIMYHLIM BOMPOC, UCMOfMb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3ynm HecKosribKO MOYTOBbIX AWMKOB. [lepBbin Af 4aCcTHOM Nepennucku c
agpecaTtamMmu, KOTOpbIM Tbl A0BEpPSiELlb. OTO AMEKTPOHHLIN afpec He Hag4o UCMOoNb30BaTh
npu pernctpaummn Ha goopymax n camrax;

7. He oTkpbiBan dhannbl U gpyrne BIIOXKEHUS B NUCbMax, aXe eCrii OHW Npunm ot
TBOMX ApYy3en. Jlyylle yTo4YHM y HUX, OTNPaBnsany nu oHn tebe atn ganns;

8. Nocne okoH4YaHMs1 paboThbl HA NOYTOBOM CEPBUCE Nepen 3akpbiTUEM BKITaAKN C CanToOM
He 3abyab HaxaTb Ha "Bbintn".

KnbepbynnuHr nnmn BupTtyarnbHoe U3aeBaTenbCTBO

KnbepbynnuHr - npecrnegoBaHne CcoOOOLLUEHNAMM, coaep)Kawumm ockopbreHus,
arpeccuvto, 3anyrMBaHue; XynuraHcTBO; couuanbHoe OOWKOTMPOBAHWE C MOMOLLBHO
pas3nnYHbIX MHTEPHET-CEPBMCOB.

OcHoBHble coBeTbl No 6opbbe ¢ knbepbynnnHrom:

1. He 6pocaicsa B 6on. Jlydywmn cnocob: nocoBeToBaTbCs Kak ceba BeCTU U, ecnn HeT
TOro, K KOMY MOXHO 06paTUTLCS, TO BHaYane ycnokomTbCs. Ecnm Tbl HaYHeLLb OTBEYaTb
ockopbreHnamMmM Ha ockopbneHns, TO TONbKO eLle Bonblue pasoXxKeLlb KOHQINKT;

2. Ynpaenan ceoen knbeppenytaunen;

3. AHOHUMHOCTb B ceTu MHuMMasi. CyllecTByHT cnocobbl BbISICHATb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;



4. He cTOMT BECTM XynuraHcknin obpas BUpTyanbHOW XU3HU. IHTEpHET domKcnpyeT Bce
TBOW AENCTBUS MU COXpaHsaeT ux. Yoanutb nx bygeT kpanHe 3aTpygHUTENBHO;

5. Cobniogan cBo BUPTyasibHYIO YeCTb CMOJSIOAY;

6. VIrHopupyn eanHnYHbIn Heratue. OgHOpa3oBble OCKOPOUTENbHBIE COOBLLEHMS NyyLle
nrHopupoaTtb. OBbIYHO arpeccusi NpekpaLLlaeTcs Ha HavYanbHOW CTaauu;

7. BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU COOBLLEHMSAMU, B COLIMATbHbIX
ceTsiXx eCTb BO3MOXHOCTb GFTOKMPOBKM OTMNPaBKN COOBLLIEHWNIA C ONpeaeneHHbIX aapecos;

8. Ecnn Tbl cBugeTenb KkubepbynnuHra. TBoWM [OEWCTBUSA: BbICTYNMUTb MNPOTUB
npecnefoeaTtens, nokasaTb €My, YTO €ero [OeWcTBUSI OLEHMBAKTCH HeraTuBHO,
noaaepXaTb XKepTBY, KOTOPOW HY)XHa NCUXONorMyeckasi MOMOLLb, COOBLLMTL B3POCIbIM
0 hakTe arpeccUBHOMO NOBEAEHUS B CETU.

MobunbHbIn TenedoH

CoBpemMeHHble cMapTdOHbl M NMaHWeTbl cogepxaTt B cebe BMNOMHE B3POCIbIN
dyHKUMOHAs, U TeNepb OHWU MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHbLIMU KOMMbIOTEPAMMU.
OpHako, cpeacTB 3awwmThbl 415 NOA0OHbBIX YCTPONCTB NOKa OYeHb Mano. TecTupoBaHue 1
NMOUCK YS3BMMOCTEN B HUX NPOUCXOOMUT He Tak MHTeHCUBHO, kak ans K, 1o xxe camoe
KacaeTcsl U MOOMMNbHbLIX NPUITOXEHNIA.

CoBpeMeHHbIe MOBUIbHbIE Bpay3epbl yKe NPaKTUYECKN OOrHanM HacToNbHbIE aHanoru,
OQHAaKO paclmpeHmne pyHKUnMoHana BrieyeT 3a cobomn 60MbLYI0 CITIOKHOCTb U MEHbLLIYIO
3aLUNLLEHHOCTD.

[aneko He Bce npon3BoanTENIN BbIMYCKakOT obOHoBIEHMS, 3aKpbiBawLWne KpUTN4ECKNe
YA3BUMOCTU OJ1A CBOUX yCTpOIZCTB.

OcHoBHble coBeTbl Ansa 6e3onacHOCTN MOBUIBLHOTO TeJ'Ie(bOHaZ

Huuyero He siBngeTcs no-Hactoduwemy BGecnnaTHbIM. By,El,b OCTOpPOXeH, Bedb Korga Tebe
npeanaratroT OecnnaTHbIN KOHTEHT, B HEM MOryT ObITb CKPbITbl KakKne-To niiaTtHble YCIyru,

Ayman, npexae yem otnpaButb SMS, ¢oTo Mnn BMAeo. Tbl TOMHO 3HaeEllb, r4e OHU
OyayT B KOHEYHOM uTore?

Heobxoanmo o6HOBNATL ONEepaLNoHHY CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yi aHTMBMpPYCHbIE NporpamMmmbl A5t MOBUITbHBIX TENEOHOB;

He 3arpyxxan npunoXxeHuss oT HEM3BECTHOro0 WUCTOYHWKA, BeAb OHWM MOTYT CoAepXaTb
BpegoHOCHOE rnporpamMmmHoe obecneyeHne;

[Mocne TOro kak Tbl BbIMAEWb C CaWTa, rae BBOAWST JNIMYHYKO MHOpMauuMo, 3angm B
HacTpouku Bpaysepa 1 yganm cookies;

nepI/IO,D,I/I‘-IeCKI/I I'IpOBGpFII7I, Kakune rnrnaTtHble YCIyrn aktuBnMpoBaHbl Ha TBOEM HOMEPE;



[laBan cBO HOMEpP MOOMNBHOro TenedoHa TONbKO NOAAM, KOTOPbIX Thl 3HAELLb U KOMY
AoBepseLlb;

Bluetooth gomxeH 6bITb BbIKMOYEH, KOrga Tbl UM He Nonb3yelwbces. He 3abbiBan nHorga
NPOBEPSATL 3TO.

Online urpsbi

CoBpeMEHHbIE OHMaMH-UrPbl - 3TO KPaCOYHble, 3axBaTbiBalOLUME pa3BrieYeHus,
00beanHsaLWmMe COTHN ThICAY YENnoBeK MO BCeEMy MUpY. Vrpokn nccnenyoT AaHHbIA UM
Mup, obwialTca Apyr C APYrom, BbIMOMHAKT 3a4aHUs, CPaXKarTCss C MOHCTpaMu U
nony4arT onbIT. 3a yA0OBONbCTBUE OHM NNATAT: NOKYNalT ANCK, OnflavymBatoT abOHEMEHT
NN npmobpeTaroT Kakme-To onunn.

Bce atm cpeactBa mayt Ha nogdepXaHne U pasBUTUE WUMPbl, a TakKe Ha camy
6e30nacHOCTb: COBEPLLEHCTBYOTCSH CUCTEMbI aBTOPU3aLMK, BbiNyCKaOTCA HOBbIE NaTyun
(undbpoBble 3annaTtku gnst Nporpamm), 3aKpbiBaKTCS YS3BUMOCTM CEPBEPOB.

B noooGHbIX Mrpax CTOUT ornacaTbCsl HE CTONIbKO CBOMX COMEPHWUKOB, CKOMbKO Kpakil
TBOEro naporsi, Ha KOTOPOM OCHOBaHa cucTemMa aBTopu3aunm 6onbLUMHCTBA UTp.

OcHoBHble coBeTbl N0 6e30nacHOCTM TBOEro MrpoBOro akkayHTta:

1. Ecnn gpyron nrpok Beget cebs nioxo unm cosgaet tebe HenpuUsaTHOCTU, 3abBNOKUpyn
ero B Cr1CKe UrpoKoB;

2. [Moxanynca agmuHUCTpaTopaMm Urpbl Ha nroxoe noBedeHne 9TOro  Urpoka,
XenaTernbHO NPUoXUTb KakMe-To AoKasaTeNibCcTBa B BUAE CKPUHOB;

3. He ykasbiBan nu4yHyto nHdopmMauuto B npodamnne urpsbl;
4. YBaxawn gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnnBan HeouumarnbHble Natiym n Moabl;

6. Aicnonb3yn CrioXHble 1 pasHble Naposnu;

7. Jaxe BO BpeMsa Urpbl HE CTOUT OTKNKYaTb aHTMBUPYC. [loka Tbl urpaelb, TBOU
KOMMNbIOTEP MOTYT 3apasunTb.

OULINHT Unun Kpaka JNIMYHbIX OaHHbIX

O6blyHOM Kpaken OeHer U OOKYMEHTOB CErofHsl Y€ HUKOro He yAMBMLIb, HO C
pasBUTUEM WHTEPHET-TEXHOSIOMMIA 3MOYMbILUSIEHHUKM MEPEMECTUSIUCE B UMHTEPHET, U
npoAaoskatT 3aHMMaTbCs "nbnmsiM" genom.

Tak nosiBunacb HoBasi yrpo3a: UHTEPHET-MOLLUEHHNYECTBa Uy (OULLKNHT, rNaBHas uerb
KOTOPOro COCTOMT B NOMYyYEHNN KOHPUAEHUMANbHbBIX AHHbIX NOfb30BaTeNen - NOrMHOB
n naponen. Ha anrnuinckom asbike phishing uitaetca kak duwmHr (ot fishing - pbibHas
noeng, password - naporb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLIMHIOM:



1. Cnean 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, 4TO TBOS aHkeTa Obina
B3rloMaHa, To Heobxoanumo 3abnokMpoBaTb €€ 1 CoobLWNTL agMUHUCTPaTOpam pecypca
00 3TOM Kak MOXHO CKOpPEE;

2. Ncnonb3yin 6esonacHble Be6-CanTbl, B TOM YMCIE, MHTEPHET-Mara3anHoB 1 NONCKOBbIX
cuctem;

3. Vicnonb3yn crnoxHele U pasHble naponu. Takum obpasom, ecnn 1eba B3nomaroT, TO
3I0YMbILLITIEHHUKN MorlyYaT AOCTYN TOMbKO K OAHOMY TBOEMY NPOMUIIo B CETU, @ He KO
BCEM;

4. Ecnn Te6s B3rioManu, To Heo6xoaMMo NpeaynpeanTb BCEX CBOUX 3HAKOMBbIX, KOTOpbIe
noGaBneHbl y Tebs B Apy3bsiX, O TOM, YTO TebS B3rioManu U, BO3MOXHO, OT TBOEFO MMEHU
OyneT paccbinatbCs cnam U CCbINKN Ha (PULLMHIOBbIE CalThl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MOBunbHbIN TenedoH;
6. OTKNo4YM coxpaHeHne napons B 6payaepe;

7. He oTkpbiBan daunnbl U gpyrne BIIOXKEHUS B NUCbMax, AaXe eCcriv OHU Npunun ot
TBOMX Apy3en. Jlyyilie yTouHU Y HUX, OTNpaBnsany v oHn Tebe atu dannsbi.

Lindposaga penytaums

LindppoBaga penyrtauus - 3T0 HeraTMBHasi UM NO3NTUBHaA MHpopmaums B ceTn o Tebe.
KomnpomeTupyowaa nHpopmaumd, pasmelieHHassi B UHTEpPHETE, MOXEeT cepbe3HbiM
obpa3om OTpasnTbCa Ha TBOEW peanbHOMW Xu3Hu. "LindpoBas penyTtaums" - 310 TBOWM
NMUOXK, KOTOPbIN hopMUpyeTcs U3 MHopMaunn o Tebe B MHTEPHETE.

TBOEe MecTo XuTenbcTBa, Yyyebbl, TBOe UHAHCOBOE MONOXEHNE, OCOBEHHOCTU
XapakTepa 1 pacckasbl 0 6rIM3KUX - BCe 3TO HaKannMBaeTCsl B CETU.

MHorne nogpoCTKU NErkoMbICIIEHHO OTHOCATCS K NyGnukauuu NIMYHON MHopMauumn B
MHTepHeTe, He NOHMMas BO3MOXHbIX NOCNEeACTBUI. Thbl JaXe He CMOXellb AoragaTtbCsi
0 TOM, 4YTO dpoTorpadus, pasmelleHHasa 5 neT Hasapg, ctana NPUYNHOM OTKa3a NPUHATb
Tebsa Ha paboTy.

KommeHTapuu, pasmelwieHne TBoux doTtorpadoui U gpyrue OencTtBus MOryT He
MCYE3HYTb Oa)ke Mocne Toro, Kak Tbl UX yAanuib. Tbl HE 3Haellb, KTO COXpaHun 3Ty
MHpopMaLmto, nonana M oHa B MOMCKOBbIE CUCTEMbI M COXPaHMUMach fiv OHa, a rnaBHoe:
4yTO nogymatT o Tebe okpyxawwue noan, KoTopble HauayT U yBUAAT 3T0. Hantwm
NHpOPMaLMIO MHOIO NEeT CNyCTS CMOXET Jtobon - kak n3 JobpbIx NOBYXOEHUN, Tak U C
HaMepeHneM NPUYMHUTL Bped. STO MOXET ObITb KTO YrofHO.

OCHOBHble COBETbI M0 3awuTe UM poBoKn penyTaumm:

1. Mogyman, npexae 4em 4To-TO nybnukoBaTb M nepenasatb y cebs B 6nore unm B
coumanbHON CeTu;

2. B HacTpomrkax npodunsa yCTaHOBWU OrpaHNUYeHnst Ha NPOCMOTP TBOEro Npodunsa n ero
COOEepXXMMOro, caernan ero Tonbko "ans apysen';



3. He pasmeluan n He ykasbiBan MHopmaumto, kKoTopas MOXET KOro-nmbo ockopbnaTtb
nnm obmxaTb.

ABTOpCKOE nNpaBo

CoBpeMeHHble LUKOMbHUKMA - aKTMBHblE MOMb3oBaTenu LM@POBOro MpOCTpaHCTBa.
OpHako Aaneko He BCe 3HaloT, YTO MOSfb30BaHNE MHOTMMW BO3MOXHOCTSIMU LIMPPOBOro
Mupa TpebyeT cobniogeHns NpaB Ha UHTENNEeKTyanbHy COBCTBEHHOCTb.

TepMuH "vHTennekTyanbHas COOCTBEHHOCTb" OTHOCUTCS K pPas3fvyHbIM TBOPEHUSM
4YefloBe4YEeCKOro yma, HadMHasd C HOBbIX M3006peTeHun u 3HaKoB, O0OO3Ha4aroLmx
COBCTBEHHOCTb Ha MNPOAYKTbI M YCIyru, W 3akaHumBasi KHuramu, doTorpadumsmu,
KMHOMNbMaMn U My3blKanbHbIMU NPOU3BEAEHNAMMN.

ABTOpCKMe npasa - 9TO NpaBa Ha UHTEeNNEeKTyarbHY0 COBCTBEHHOCTb Ha NPOU3BEeAEHUS
Hayku, nuTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNalOT B KayecTBe rapaHTum
TOro, YTO MHTENNEKTYanbHbIA/TBOPYECKU TPy aBTOpa He ByaeT HanpacHbIM, 4acT eMy
crnpaBeaniMBble BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, Mony4YvTb
N3BECTHOCTb U Npu3HaHue. HukTo 6e3 paspelleHns aBTopa He MOXeT BOCMPOM3BOANTL
ero npousBefeHne, pacnpoCcTpaHaTb, MNy6NUYHO LOEMOHCTpPUpPOBATb, NpoLaBaTb,
MMMOPTUPOBATbL, MycKaTb B MpokKaTt, My6SIMYHO WUCMOMHATb, NOKa3bliBaTb/UCNOSHATL B
adompe unn pasmellatb B IHTepHeTe.

Mcnonb3oBaHue "nmnpaTckoro” nporpaMMHoOro obecneyeHmsi MoXXeT NPUBECTU K MHOMUM
puckam: OT NOTepU AaHHbIX K TBOMM akkayHTam 4O 611IOKMPOBKM TBOEro YyCTPOUCTBa, rae
yCTaHOBIEHa HerneranbHasa nporpamma. He ctouT Takke 3abbiBaTb, YTO CYLLECTBYIOT
neranbHble 1 BecnnaTHble NPOrpaMMbl, KOTOPbIE MOXHO HANTU B CETU.

O nopTtane

CeTeBUYOK.pgO - TBOM [NaBHbIA COBETYMK B CeTU. 34eCb Tbl MOXeEWb Yy3HaTb O
©e30nacHOCTM B CETU MOHATHbIM W AOCTYMHbIM $3bIKOM, @ MNpU BO3HUKHOBEHWUU
KPUTUYECKOM CUTyaLmm obpaTUTbCA 3a COBETOM. A TakKe NPUHATbL y4acTue B KOHKypcax
N cTaTb CaMbiM LMAPOBbLIM rpaXKgaHnHoMm!



